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This document guides an administrator through the process of installing the Command
Center software along with the process of installing the necessary pre-requisites.

Minimum System Requirements

Processor: Pentium 111 800 MHz
Memory: 256 MB RAM

Hard Drive: 40 GB

USB: (2) Available Ports

Recommended System Requirements

Processor: Pentium 4 2.4 GHz
Memory: 512 MB RAM
Hard Drive: 80 GB*

* For systems using the No Tailgating IR add-on product, the storage space will be a calculated
requirement based on the number of access panels in an environment, the amount of facility

throughput and the length of time a site expects to keep video recordings of member activity
online.

Obtaining Support

If at any time before, during or after the installation of your system you encounter any problems or
have questions about the guidelines and instructions provided here, please contact your
NextgenID support team.

Phone: (210) 530-9991

Email: support@nextgenid.com

Copyright 2004 — 2007 NextgenlID Inc. 5




System Administration and User Guide

#!
Lo
! (**1,0 +,
! (**0+
1!
+
1 ]
% .
!
. .
’ !
& 3
!,
% 2
% :
5 6
1 RN
5 6!
17
N '
!
!
' 8"9

Copyright 2004 — 2007 NextgenlID Inc.

o o

$ %

% -

4

4"




System Administration and User Guide

Overview
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IMPORTANT - Install Pre-requisite Software
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4! %< & 9 I 3
AB !

[A| Pleaze wait while *Windows configures Microzoft SOL Server
Dezktop Engine

Cancel

nooe ( 012!
* ( *34 * +
P
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Installing Microsoft Message Queuing (MSMQ)
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Windows Components Wizand

Windows Components
You can add or remave companents of Windows P

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click

Detailz.

LComponents:

@Intemet Explorer 0.0MEB
| % Intermet [nfarmation Services [[15) 15.9ME

| Eg] tanagerment and Maonitaring Tools 1.9ME

& (ueuing 0.0ME
1 "% MSH Fxnlarer 137 ME ¥

Dezcription:  Provides guaranteed meszage delivery, efficient rauting, security, and
tranzactional suppart

Tatal disk space required: 20.3 MEB -
Dietails...
Space avalable on disk: 32193 4 ME ZEar

< Back ” Mext = l[ Cancel ]

D C%<D
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Message Queuing

Subcomponents of Mezzage Queuing

To add or remove a component, click the check box. & shaded box meanz that only part
af the compaonent will be inztalled. To see what's included in a component, click Detailz.

= % Active Directary Integration

belongs to a damain

0OME
%Elznmml:un 0.0MB
[ #a M5M0 HTTF Support 0.0 ME
) Triggers 0.0 ME

Dezcrption:  Provides integration with Active Directory whenever the computer

Tatal dizk space required: 3.7 MB
Space available on digk: a1338. 7 ME
0k l [ Cancel
& A + & &A-!
Installing Microsoft .NET Framework
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Installing Pre-requisite Hardware
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Installing NextgenID Command Center Software
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1. MextgenlD Installer

Pleaze select the MextgenlD Biometric Access Security software component vou would
like to ingtall from the Inztallation Optiong below and click Beain Installation.

Inztallation Optionhs

* Command Center " Door Commarnder

Iv Client

I Server

Status:

Cancel | | Beain [nstallation

Copyright 2004 — 2007 NextgenlID Inc.
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13
32 ! , K= |
ﬁ Command Center Client
Welcome to the Command Center Client Setup
wWizard
The installer will guide you thraugh the steps required ta install Command Center Client on your
computer.
WOORMIMG: Thiz computer pragram i protected by copyright law and international treaties.
Unauthorized duplication or digtribution of thiz program, or any portion of it, may result in zevere civil
of criminal penalties, and will be prozecuted to the maximum extent possible under the law.
Cancel
3 C D !
!
C D !
; K= |
j’g‘ﬂ Command Center Chent
Command Center Client Configuration
Fleaze enter the requested information.
SOL Server Host Marne:
|ngic|-cc:sw
Command Center Server Host Mame;
|ngid-ccwr
Command Center Server Degination Quesue Mame
|ngidDistlibuti0n
Cancel ¢ Back ‘ Meut » |
Copyright 2004 — 2007 NextgenlID Inc.
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Copyright

59 6

j’g‘}‘ Command Center Client

Select Installation Folder

The installer will inztall Command Center Client to the following folder.

To inztall in this folder, click "Mext". To install to a different folder, enter it below or click "Browse'.

Eolder:
C:AProgram Filez\MexstgeniDWCommand Center Clients Browse...

Disk Cost...

Inztall Cormmand Center Chent for paurself, ar far anpane who uses this computer:

" Just me

Cancel ‘ Hemt » |

jﬁ'ﬁ Command Center Chent

Installing Command Center Client

Commatd Center Client iz being installed.

Pleaze wait...

2004 — 2007 NextgenID Inc.
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% 5 6 ' ;=

& AB + - !

NE NextgenlD Installer

x|

Pleaze zelectthe MextgenlD Biometric Access Security software component wou waould
like to inztall from the Installation Options below and click Beain Installation.

Installation Ophons

* Cormmand Center

[ Client

v Server

" Door Commarder

Statuz: Selected component(z] successfully installed

| Finish |

| Cancel |

% "5 32 6

i@ Command Center Server

Welcome to the Command Center Server Setup
Wizard

The installer will guide you through the steps required toinstall Command Center Server or your
computer.

WARMIMG: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may rezult in severe civil
or criminal penalties, and will be prosecuted to the masimum extent possible under the law.

Cancel

Copyright 2004 — 2007 NextgenlID Inc.
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i Command Center Server

Command Center Server Configuration

Fleaze enter the requested infarmation.

SOL Server Host Mame
|llacal)

S0OL Server Connection Uzer:
|[U5E_INTEGFMTED_SEI:UFEITY]

SGL Server Connection Password:

Cancel <Back || New>

i# Command Center Server

Command Center Server Configuration

Fleaze enter the requested infarmation,

Standard Mezzage Hueue [no spaces):

|ngidCCF|eguIar

Friority Message Queue (ho spaces]:
|ngidEEF’riolit_l,l

Diztribution Message Queue [ho spaces]:

|ngidDistlibution

Cancel < Back

Copyright 2004 — 2007 NextgenlID Inc.




System Administration and User Guide

%

Copyright

|‘§’ Command Center Server

Select Installation Folder

The ingtaller will inztall Command Center Server to the following Folder.

Toinztall in thiz folder, click "MNest". Toinstall to a different folder, enter it below or click "Browse',

Folder:

C:\Program Files'Mextgenl % Command Center Server', Browse, .. I

Disk st ]

Install Command Center Server for yourzelf, or far anpone who uzes this computer:

¢ Evemone

" Just me

Cancel

|:3 Command Center Server

Confirm Installation

The inztaller iz ready to ingtall Command Center Server on wour computer.

Click "Mest" to gtart the inztallation.

Cancel < Back

2004 — 2007 NextgenID Inc.
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i Command Center Server EHE:E|

Installing Command Center Server

Command Center Server iz being installed.

Fleaze wait...

N NextgenID Installer [s__<|

Fleaze zelect the MextgenlD Biometric Access Security zoftware cormponent vou would
like to inztall from the Inztallation Optiong below and click Begin Installation.

|ngtallation Options

* Command Center " Door Commander
[ Client

[v Server

Status: Selected component(s] succeszsfully installed

| LCancel | | Finizh |

Copyright

2004 — 2007 NextgenID Inc.
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Configuring the Windows Time Synchronization Servic e

7
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6 ' / 5 6 !
53 16 5
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v 3 57 (. 5L 6
5 6 ;%<= 1o / 53 6
5 6 / !

File Action Wew Help
B EHEOR 2 o ow I w
'@ Services (Local) Services (Local) I

Windows Time Mame | Description ] Status | Startup Tvpe | Log On s J Ls

%Upload IManager Manages s...  Started Automatic Local System

g_gto : thtet;erwce_ % User Authentication... Started Aukamatic Lacal System

R g7'%\-'olume Shadow Copy  Manages a... Manual Local System

% WebClient Enables Wi... Started Aukornatic Local Service

Eﬂe'sctriptimzl: S — s%\-\n'inclows Audio Manages a...  Started Aukomatic Local System

aintains date and time synchronization ) =0

e G e e T %Wlndows Image Ac... Providesim... IManual Local System

IF this service is stopped, date and ime %Windows Installer Installs, re.., TManual Local System

synchroniz;tio;l U;i” be unavailabli. IFthis & \windows Managem... Providesa.. Started  Automatic Local System

service is disabled, any services that . .
explicitly depend o it wil Fail bo skart, %Wlndows IManagem... Provides s... ' aual Local System
=3 ¥ [ge=ls HAUCOMSEic

g%Wireless Zero Confi...  Provides a Started Automatic Local System

s%Wf‘ﬂDM PMSP Service Started Autamatic Local System

s%WMI Performance &... Provides p... tanual Local System

% Wiorkstation Creakes an,..  Starked Aukornatic Laocal Systemn
%World wide web Pu.., Provides W... Started Aukomatic Local System
w

\ Extended A Standard /
Copyright 2004 — 2007 NextgenlID Inc. 21
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* ) !

1% NextgenID Command C

File  Enrollments  Monibari

‘% Enrollments ¥
@ Monitoring *

=l
n}
=
=
g
=
=]
«

»

@ Administration

Access Panels

Alarm Designations

5;

Facilities

a3

Organizations

D

Copyright 2004 — 2007 NextgenlID Inc.

22




System Administration and User Guide

1 % ' !
& G 7 32 I, # 4

New Door Commander Module f Access Panel Activation Wizard

Step 1 of 3

Door Commander Module Activation

Door Commander Madule [DCH] Selection

Workgroup Name: HextgenlD

Available DCM(s): r-u3|[;..

4

Activate This Sysgtem |

[ ]

Copyright 2004 — 2007 NextgenlID Inc. 23
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New Door, Commander, Module / Access Panel Activation Wizard

Step1 of 3

Door Commander Module Activation

Dioor Commander Module [DCM] Selection

Workgroup Name: NextgenlD

Available DCM([s} J

[ecivet Tissysen_]

DCM Activation Progress

Poling for Access Panel Discovery on the Activated Spstem (This process map take
up to B0 seconds, OO0 WOT abort thiz wizard)...

Cancel

1!

New Door. Commander Module / Access Panel Activation Wizard

Step1 of 3

Door Commander Module Activation

Door Commander Module [DCM) Selection

Workgroup N ame: NextgenlD

Available DCM[z} J

[ectvet Tissysen ]

DCH Activation Progress

Finished Door Commander Module Activation and Synchronization. Click the [Hext]
button to continue the activation process.

[hes> ]

Cancel

Copyright 2004 — 2007 NextgenlID Inc.
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I %
!
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'3
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Mew Door Commander Module f Access Panel Activation Wizard

Step2 of 3

Access Panel Activation

Panel Information

Name: (3800 FR: |
Buldng | | [ Select |
Type: |Interior ]
Orgarization | =]
GUID: BE | {0795B90E-1940-104D-4DC3-D1FETIE4DA4T}

Panel 'Lock-down' State

-

Audit Information
Lazt Modified By: YWMGID-SHOWROOM:MNGID-SHOWROOM\testl ser3
Last Modified O 3/1/2004 1:06:58 P

Copyright 2004 — 2007 NextgenlID Inc.
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New Door Commander. Module f Access Panel Activation Wizard

Step3 of3
Discovery Activation Complete

Door Commander Module / Access Panel
Activation Complete

The activation of this Door Commander Module and it's asgociated Access Panellz) haz
been completed.

Copyright 2004 — 2007 NextgenlID Inc.
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7

Panel Information Tab:

Host Information Tab:

|
& | & '7
2 '

Open Access Tab:

L %
%

Panel Configuration Tab:

Copyright 2004 — 2007 NextgenlID Inc.
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9800 FR (7)

Default Configuration:

Current Configuration:

Deszcription:

F'anellnfu:urmatiu:un] Open .-’-'-.u:u:ess] Host Information  Panel Configuration l

PIN plus Face or Fingerpnntwith Tailgating

|Jze the drop down list below to modify the operating configuration for this access panel.

lug Face or Fingerprint with T ailgating

Fingerprint Only
FIM plug Face or Fingerprint

lug Face or Fingerprint with T ailgating
FIM plus Fingerprint or Fingerprint Only

FIM plus Fingerprint or Fingerprint Only with T ailgating

PIM Only
FIMN Only with T ailgating

X

| | LCancel

Tamper Lock Tab:

Copyright 2004 — 2007 NextgenlID Inc.
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f‘i_.’l_l:ln:“lfl.:mr'.lng E&pnrtlng :

E i
i Enrollments Ld| NEW. ’
: Reporting =i

; '@. Administration =

Bindsz - Card Only  Biodez 3700 Bindwsz 9750 -
Brian's Desk.

Arccess Panels

Alarm Designations

B 4

Facilities

$.

%
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Panel Information ] Dpen Access | Host Information | Panel Canfiguration | Thieat Level Configurations

Panel Information

Name: [3800 FR |
Building: | | | Celect |
Type: |Interior j

e Facility Selection @

I Fecii

GUID:

Panel 'Lock-dd

Audit Informal
Last Modif Erd
Last Modif
1| | »
ak. || Cancel |
| ok, || Canecel
$&
7 7 !
!
#! >
)
LH 7

L H ? 7 6 !

/ |

A *6 A
!
/
! / ' B /
9 ;%<= ! i
& |
/ B & B

& % !
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9800 BioStation FR {5)

Fanel Information ]Dpen #coess | Host Information | Panel Configuration |

Panel Information

Name: (3300 BioStation FR |
Building: | | | Calect |
Type: | Interior ﬂ
Drganization | J
GUIC: KF | {BEAZBDA1-4CEZ-B44F-BE16-CIODF2ATA52E}

Panel 'Lock-down' State

[ Lock-down In Effect

Audit Information

Last Modified By: SSHGID-SHOWROOM: NGID-SHOWROOMAdminiztrat or
Last Modified On: 20242004 21810 P

]

| ‘ LCancel

Y<=
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F I #& !

% 2

File  Enrolments Adriristration Help

Mn:unltr.'.nrlng E&pnrtlng

"' Monitoring

; : Reporting -

’ @ Administration = ﬂ ﬁ

Bindwsz - Card Only  Biodes 9700 Bindwms 9750 -
Brian's Desk

Access Panels

Alarm Designations

g

Facilities
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9700 - Door A (6)

X

Panel Information  Open Access l Huozt Infu:urmatiu:un] Fanel Eu:unfiguratiu:un]

Accesz Perod Builder
Dray of Week Haour b iriLite

Access Begins  [Sunday BN =R =

Access Ends: \Saturday v | [23 = 59 = Add

Exizting Periods of Open Access

Sunday 00:00 - Saturday 23:53 Remove

Esizting Periods of Dpen Access

Remove

Esizting Periods of Dpen Access

| Remove |

Q<= !
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1
&

EIFE:., Enrollments Mu:nnﬂmr’ing E&pnrtlng Adriinistration Help

Bindsz - Card Only  Biodez 3700 Bindwsz 9750 -
Brian's Desk.

"’_' Monitoring

; : Reporting e

; '@. Administration =

Arccess Panels

Alarm Designations

B 4

Facilities

$.
%
1 = $.
|
& 7 !
& =
& |
% |
7 & !
0 /% !
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Copyright

Haszt Infarmatian

Computer Host Name: |

IP Address: |

kMezzaging Infarmatian

Standard Queue H ame: |ngiu:|F| eqular
Priority Queue Name: |ngi|:|F'ri|:|rit_|,|
/ B &
& % !

Audit Informatian

Lazt Modified By WWHGID-SHOWROOM:NGID-5HOW RO OMY\Administrator
Last Modified Or: 2/24/2004 21810 P

;%<= !
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¥ NextgenID Command Center [RODTORG (ROOT)]

[regignate an Alarm by selecting the desired Event and clicking on the [>2] button,
Administration 2 Designate an Event by selecting the desired Alarm and clicking on the [<<] buttan,

Deszignated As Events: Designated As Alarms:
Access Panels
ACCESS GRANTED 55 | [2CCESS GRANTED WITH TAILGATING
ACCESS GRAMTED 'WITH GUESTS DOOR AJAR
ACCESS DENIED DOOR AJAR WITH PASSTHRU
DOOR OPEMED WITH PASSTHRU ACCESS PAMEL TAMPERED WITH
e Pt ions DOOR OPEMED REQUEST TO EXIT WISITOR
DOOR DPENED ACCESS GRAMTED UWDER DURESS

ACCESS DEMIED UNDER DURESS
WATCHED MEMBER ALERT

Organizations

Default Configuration of Events and Alarms:

9 9
2 M !
9
L
L 3L
%
% 3 7
% 0? 9
L 3
(0]
O3 7
7 3
N
L H
H
3 &
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) Lo & & & %
' \ I
9 9 B
M NextgenlD Command Center [RODTORG (ROOT)] =13
Enrollments Mon‘itor’hﬂg Administration  Help
. [esignate an Alarm by selecting the desired Event and clicking on the [> ] button,
@ Administration 2 Designate an Event by selecting the desired Alarm and dlicking on the [<<] button.

Designated Az Events: Designated As Alarms:

Access Panels
ACCESS GRANTED ACCESS GRANTED WITH TAILGATING
ACCESS GRANTED WITH GUESTS DOOR &laR
ACCESS DENIED DOOR &l WITH PASSTHRU
DOOR OPEMED WITH PASSTHRU ACCESS PAMEL TAMPERED WITH
DOOR OPEMED REQUEST TO EXIT WISITOR
DOOR OFEMED ACCESS GRANTED UMDER DURESS

ACCESS DENIED UMDER DURESS
WATCHED MEMBER ALERT
Drganizations
* ' ?2CC@
9 B
L NextgeniD Command Center [ROOTORG (ROOT)] =13

Errolments  Monitoring Reporting  Admiristration Help
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